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Motivation && Kick Off

Long history: ‘Observatility’ has been a very hot/well-discussed topic especially for various
customers, admins, kernel developers and researchers since the last decade.
An aha moment: | once tried to talk with Jakub about the BPF timestamping and get some
feedbacks on this. Jakub suggested why not at a broader conference? Yes, | think, why not then
make it bigger and call for more proposals on Network Observability instead? So | reached out to
Jamal, then the story has begun...
LPC Linux System Monitoring and Observability MC: We (Breno Leitao, Usama Arif, me)
will hold the 2nd edition at LPC 2026. Last year, we received many interesting topics not only in the
kernel community.

a. LPC 2025: https://Ipc.events/event/19/contributions/2010/
b. LPC 2026: https://Ipc.events/event/20/sessions/262/
Goal: bring BoF people together, find the real requirements, discuss the direction, contribute to the
networking community!



https://lpc.events/event/19/contributions/2010/
https://lpc.events/event/20/sessions/262/

2. Long History (1)

Lesser, 1975

1. ‘Blackboard’ since ~1980

a. “KSis anindependent condition-action
module, KSs communicate through a global
database called the blackboard.”

i. KS: Knowledge Source —

b. 1980: Integrating Knowledge to Resolve , o s m -
Uncertainty it - .o

c. 1988: Knowledge-based monitoring and
control: an approach to understanding the
behavior of tcp/ip network protocols
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https://dl.acm.org/doi/pdf/10.1145/356810.356816
https://dl.acm.org/doi/pdf/10.1145/356810.356816
https://dl.acm.org/doi/10.1145/52324.52346
https://dl.acm.org/doi/10.1145/52324.52346
https://dl.acm.org/doi/10.1145/52324.52346

2. Long History (2)

1.

Components of Blackboard

a.

Meta-Plan Plane - “problem
definition, problem-solving model,
policies, and evaluation criteria.”
Knowledge Base Plane - “the levels
of the knowledge base contain
problem-specific information, we
have given them problem-specific
names”

A Cognitive Model of Planning

EXECUTIVE META-PLAN
Priorities Problem Definition
Director Administration
Focus Middle Model
Management Top
Referee Manasgement
S ® Policies «¢
Compromiser
Evaluation Criteria
Policy Analyst

PLAN ABSTRACTION

i . Jons
Architect
- Schemer
<

Strategist

§l

) Inventor
Strategies
Tactician |
Tactics

KNOWLEDGE BASE PLAN
Errands e— 002l Setter G
i Designs

Pattern )
Recognizer Designer

Neighbors Procedures
Proximity woncrer
Detector

Routes Opersiions

Figure 3. The planning blackboard and the actions of illustrative specialists.



https://www.raubal.ethz.ch/Courses/geog596/Hayes-Roth_cognitive_model_of_planning_79@2007-10-14T11;03;00.pdf

2. Long History (3)

1.

TCP analyzer (MIT)

a.
b.

Observation of TCP

“to diagnose performance problems of
the transport protocol TCP”

TCP Packet Trace Analysis

1226260000 18.26.0.96(23)-->128.195.0.38(1073)
1226255000
1226250000
1226245000
1226240000
14:40:00 14:45:00 14:50:00 14:55:00 15:00:00

This is a time-sequence plot of the host-to-user half of a typical TELNET con-
nection from a user on a distant host. Over twenty minutes of the connection is
shown here. Most of the TCP data segments are short and probably correspond
to remote echoes of typed characters. At this scale, these short segments are
all blurred together on the ack line. Occasionally larger bursts of traffic can be
seen. These are probably output from a program.

Figure 3.3: Telnet connection


https://publications.csail.mit.edu/lcs/pubs/pdf/MIT-LCS-TR-494.pdf

2. Long History (4)

_ Year Event
1. Tcpdump since 1988
. 1987 The Packet Filter: An Efficient
a. It has become a widely adopted Y —————
traffic monitoring tool Network Code
1088 Tcpdump Release
1992 The BSD Packet Filter:

A New Architecture for User-level
Packet Capture

2008 Wireshark Release

2011 libpcap: An Architecture and
Optimization Methodology for
Packet Capture

2020 - untill now PCAP Now Generic (pcapng)
Capture File Format



https://dl.acm.org/doi/abs/10.1145/37499.37505
https://dl.acm.org/doi/abs/10.1145/37499.37505
https://dl.acm.org/doi/abs/10.1145/37499.37505
https://www.tcpdump.org/papers/bpf-usenix93.pdf
https://www.tcpdump.org/papers/bpf-usenix93.pdf
https://www.tcpdump.org/papers/bpf-usenix93.pdf
https://sharkfest.wireshark.org/retrospective/sfus/presentations11/McCanne-Sharkfest'11_Keynote_Address.pdf
https://sharkfest.wireshark.org/retrospective/sfus/presentations11/McCanne-Sharkfest'11_Keynote_Address.pdf
https://sharkfest.wireshark.org/retrospective/sfus/presentations11/McCanne-Sharkfest'11_Keynote_Address.pdf
https://datatracker.ietf.org/doc/draft-ietf-opsawg-pcapng/
https://datatracker.ietf.org/doc/draft-ietf-opsawg-pcapng/

2. Long History (5)

1. Directions since last century

a. Blackboard system
b. Protocol analyzer



3. Current Status

1. Blackboard System

a. Application-level monitoring

i. distributed system is one of cases.

ii.  The monitoring also includes the kernel latency/network latency.
b. System-level monitoring

i. The goalis to get a better insight of the kernel behavior
c. Switch-level monitoring

I.  Active prober sending probe packets at set intervals.

ii. It can be deployed in either switch side or host side



3. Current Status

1.

Blackboard System

a.

Google:
i Dapper., a large-scale distributed systems tracing infrastructure
ii. Fathom: Understanding Datacenter Application Network Performance
Facebook/Meta
i Inside the Social Network’s (Datacenter) Network
ii. NetNORAD: Troubleshooting networks via end-to-end probing
iii. Canopy: An end-to-end performance tracing and analysis system
Microsoft
i Pingamesh: A large-scale system for data center network latency measurement and analysis
VMware
i How to diagnose nanosecond network latencies in rich end-host stacks
Bytedance
i Bytetracker: An agentless and real-time path-aware network probing system
ii. R-pingmesh: A service-aware roce network monitoring and diagnostic system
Alibaba
i Teprt: Instrument and diagnostic analysis system for service guality of cloud databases at massive scale in
real-time
deepflow
i Network-centric distributed tracing with deepflow: Troubleshooting your microservices in zero code



https://static.googleusercontent.com/media/research.google.com/zh-CN//archive/papers/dapper-2010-1.pdf
https://dl.acm.org/doi/10.1145/3603269.3604815
https://conferences.sigcomm.org/sigcomm/2015/pdf/papers/p123.pdf
https://engineering.fb.com/2016/02/18/core-infra/netnorad-troubleshooting-networks-via-end-to-end-probing/
https://dl.acm.org/doi/10.1145/3132747.3132749
https://dl.acm.org/doi/10.1145/2829988.2787496
https://www.usenix.org/conference/nsdi22/presentation/haecki
https://dl.acm.org/doi/10.1145/3718958.3750515
https://dl.acm.org/doi/10.1145/3651890.3672264
https://dl.acm.org/doi/abs/10.1145/3183713.3190659
https://dl.acm.org/doi/abs/10.1145/3183713.3190659
https://dl.acm.org/doi/10.1145/3603269.3604823

3. Current Status

1. Kernel Community g et [ ey |
a. TypeS Of eXiSting approaCheS shell commands ‘ shell co/mmands ‘ | system calls | | packets |
system calls
i . M I B packets 14
. . ip, tc, sysctl...
ii. tracepoint
iii. BPF-based tools kemel
. ‘o under test TCP?SBIStI?:MP
iv.  protocol specific tools =
H tun driver
1. Packetdrill | ;

a. qithub repo

b. 2025: Tutorial: Using Packetdrill
to Write Automated Tests for
the Linux Networking Stack

c. 2013: packetdrill: Scriptable
Network Stack Testing. from
Sockets to Packets

Figure 1: design and implementation



https://github.com/google/packetdrill
https://netdevconf.info/0x19/sessions/tutorial/tutorial-using-packetdrill-to-write-automated-tests-for-the-linux-networking-stack.html
https://netdevconf.info/0x19/sessions/tutorial/tutorial-using-packetdrill-to-write-automated-tests-for-the-linux-networking-stack.html
https://netdevconf.info/0x19/sessions/tutorial/tutorial-using-packetdrill-to-write-automated-tests-for-the-linux-networking-stack.html
https://www.usenix.org/conference/atc13/technical-sessions/presentation/cardwell
https://www.usenix.org/conference/atc13/technical-sessions/presentation/cardwell
https://www.usenix.org/conference/atc13/technical-sessions/presentation/cardwell

3. Current Status

1. Kernel Community

b. Types of issues
i.  misconfigurations

LN~

iptables rules
wrong use of syscall

It's simple to pinpoint the issues
with our ‘KS’ (Knowledge Source)



3. Current Status

1. Kernel Community ,
b. Types of issues

ii. reference countleak B
1.

We’ve already had lots of reports
showing the reference count that
leads to crashs/memory leak... &
Eric proposed a detect framework in o
2021: commit 9ba74e6c9e9d0 (“net:
add networking namespace refcount

. lib: add reference counting tracking infrastructure: https://git.kernel.org/pub/scr

6934eaadc83b27ada8d42b60894018f3bfabf

. lib: add tests for reference tracker: https://git.kernel.org/pub/scm/linux/kernel/git

87e0efab2f27c4b7ea75b893

. net: add net device refcount tracker infrastructure: https://git.kernel.org/pub/scn

2b95ff2f95f13df9bad0b5a25a9f60e72758d

. net: add net device refcount tracker to struct netdev_rx_queue: https://git.kerne

mmit/?id=80e8921b2b72c300ca56a01729004d30bedb82cd

. net: add net device refcount tracker to struct netdev_queue: https://git.kernel.or

t/?id=0b688f24b7d611db3a02f3d4ab562d049c78a17d

. drop_monitor: add net device refcount tracker: https://git.kernel.org/pub/scm/lin

f65c60259ce5d1563433ecaf5fab693c83
net: dst: add net device refcount tracking to dst_entry: https://git.kernel.org/pub
9038c320001dd07f60736018edf608ac5bacalab

net: add networking namespace refcount tracker: https://git.kernel.org/pub/scm/
4e6c9e9d0c5c1e5792a7111fc7d1a0589ch8

10. net: add netns refcount tracker to struct sock: https://git.kernel.org/pub/scm/lir

5ffb37a957d6062385112ab1069f760de6

traCke r” ) 11. net: add netns refcount tracker to struct seq_net_private: https://git.kernel.org;

Iwn: A reference-count tracking
infrastructure

t/?id=04a931e58d1944ab3d1e11fdfde1947fbe5b6a37

Figure 1: a lot of patches are coming in since
2021


https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=9ba74e6c9e9d0
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=9ba74e6c9e9d0
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=9ba74e6c9e9d0
https://lwn.net/Articles/877603/
https://lwn.net/Articles/877603/

3. Current Status

1.

Kernel Community

b.

Types of issues

memory leak

1.

BPF-based tools that we often
use, like
/usr/share/bcc/tools/memleak

EXAMPLES:

./memleak -p $(pidof allocs)
Trace allocations and display a summary of "leaked" (outstanding)
allocations every 5 seconds
./memleak —p $(pidof allocs) -t
Trace allocations and display each individual allocator function call
./memleak -ap $(pidof allocs) 10
Trace allocations and display allocated addresses, sizes, and stacks
every 10 seconds for outstanding allocations
./memleak -c "./allocs"
Run the specified command and trace its allocations
. /memleak
Trace allocations in kernel mode and display a summary of outstanding
allocations every 5 seconds
./memleak -o 60000
Trace allocations in kernel mode and display a summary of outstanding
allocations that are at least one minute (6@ seconds) old
./memleak -s 5
Trace roughly every 5th allocation, to reduce overhead
./memleak ——sort count
Trace allocations in kernel mode and display a summary of outstanding
allocations that are sorted in count order

Figure 1: bcc tools - memleak



3. Current Status

1.

Kernel Community

b.

Types of issues

[\Y2

crash

Nowadays, Al+crash analyzer which is
already a production-ready tool help
developers pinpoint the issue efficiently.
crash-utility/crash github repo

drgn , drgn-tools



https://github.com/crash-utility/crash
https://drgn.readthedocs.io/en/latest/
https://github.com/oracle-samples/drgn-tools

3. Current Status

1.

Kernel Community

b.

Types of issues

V.

latency
1. socket timetamping
2. BPF timestamping 1.0
3. BPF-based tools like

nettrace

$ ./nettrace ——tiny-show —-p tcp ——port 9999
begin trace...
sxkskkkkkkckkkkkkkkk 63618400,636184e8 skkxkkkkokkkkokkkokk

[11485.
[11485.
[11485.
[11485.
[11485.
[11485.
[11485.
[11485.
[11485.
[11485.
[11485.
[11485.
[11485.
[11485.
[11485.
[11485.
[11485.
[11485.

6834051
683413]
683416]
683418]
683423]
683425]
6834271
683428]
683432]
6834341]
683435]
6834371
6834381
683441]
683442]
683444]
683445]
6834461

[_ tcp_transmit_skb 1 TCP: 127.0.0.1:39642 —> 127.
[skb_clone 1
[__ip_queue_xmit 1

[nf_hook_slow 1

[nft_do_chain |

[ip_output ]

[nf_hook_slow 1

[nft_do_chain |
[ip_finish_output 1
[ip_finish_output2 1
[__dev_queue_xmit 1
[dev_hard_start_xmit 1
[enqueue_to_backlog |
[__netif_receive_skb_core.constprop.0]

[ip_rcv |
[ip_rcv_core ]
[nf_hook_slow |
[ip_local_deliver 1

Figure 1: nettrace


https://github.com/OpenCloudOS/nettrace

3. Current Status

1 . Kernel Communlty +/% The reason of skb drop, which is used in kfree_skb_reason().

+ % en...maybe they should be splited by group?
+ %
+ % Each item here should also be in 'TRACE_SKB_DROP_REASON', which is
H + % used to translate the reason to string.
b. Types of issues e
+enum skb_drop_reason {
SKB_DROP_REASON_NOT_SPECIFIED,
SKB_DROP_REASON_NO_SOCKET,
SKB_DROP_REASON_PKT_TO0O_SMALL,
SKB_DROP_REASON_TCP_CSUM,

SKB_DROP_REASON_TCP_FILTER,

+

SKB_DROP. REASON:UDP_CSUM,
SKB_DROP_REASON_MAX,

+ o+ o+ o+ o+ o+

-~

vi. skb drop
1. David Ahern suggested introducing Figure 1: drop reasons
skb drop reason feature.
2. Menglong Dong completed the first
edition: Merge branch
‘net-skb-introduce-kfree_skb_with_re
ason'



https://lore.kernel.org/netdev/67b36bd8-2477-88ac-83a0-35a1eeaf40c9@gmail.com/
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=6738fc77ffa2
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=6738fc77ffa2
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=6738fc77ffa2

3. Current Status

1. Kernel Community
0 1 2 3

©1234567890123456789012345678901

b. Types of issues Fototototototototototototot oottt oottt oottt oottt -ttt
| @x33AA [ reason-code |
T S Rt T SNt S AP S S S S S S S

I pen I
T e e L S S S S i S S S S Py

Figure 1: Structure of the RST Diagnostic Payload

vii.  protocol specific
1. e.g. TCP RST Diagnostic Payload:
draft-ietf-tcpm-rst-diagnostic-payload-02



https://datatracker.ietf.org/doc/draft-ietf-tcpm-rst-diagnostic-payload/
https://datatracker.ietf.org/doc/draft-ietf-tcpm-rst-diagnostic-payload/

A Novel Kernel Latency Monitoring Framework

<BPF Timestamping 2.0>

Jason Xing <kernelxing@tencent.com>



Content

abkrowbh-~

Methodology (before/after)
Socket Timestamping

BPF Timestamping 1.0
BPF Timestamping 2.0
The Future



1. Methodology (before/after)

1. Before (1.0)

a. Knowledge Source
i.  metrics
ii. tracepoints |

iii.  kernel module/bpf |
iv.  reading source code | (again)
v.  The pain of the traditional approach
1.  Existing metrics cover only a
fraction of possible failure events
2. BPF investigation requires deep
kernel knowledge & is
time-consuming
3. The gap between Phase 1 and
Phase 2 is where most time is
wasted
4. It’s really hard to make
everything run automatically.

PHASE 1

©

Check Known Metrics
MIB counters
Tracepoints
/proc, [sys stats

no clue
—

Deep Investigation

Write BPF probes
Read kernel source

Reproduce & trace

found i
—

PHASE 3

&

Accumulate
Add new MIB counter
Add new tracepoint
Upstream patches

Figure 1: the process of root-causing issues




1. Methodology (before/after)

1.

Before (1.0)

Knowledge Source

a.

b.

i.
ii.
iii.
iv.

metrics

— TCP domil at ~37% of all MIB metrics

tracepoints |
kernel module/bpf |

reading source code

| (again)

why is it not effective any more?
Slowing trend

1.

2.

the growing speed of the number in these two
decades becomes very slow.

We cannot afford adding all the potential points.

® TCP (RFC + Linux Ext) ® MPTCP @ IP Statistics ® XFRM (IPsec) ® SCTP @ ICMP @ TLS (KTLS)

2008 20m 2014 2017 2020 2023
© UDP @ICMPv6 @ Other

Figure 1: Metrics Statistics

Source: git log of net-next - year-end snapshots 2009-2025, mid-2026. Scope: include/tracefevents/ core networking headers only.

m I
50 III
. . - B
_-----
_—i——-i
2009 2012

@®TCP ®Net/Dev ®XDP  Socket ® Neighbor © Deviink ® MPTCP ® Qdisc ® Bridge ® FIB (v4+v6)
®ICMP ® Netlink ® UDP.

@ Page Pool ®SKB @ NAPI @ SCTP.

Figure 2: Tracepoint Statistics

———,---‘--



1. Methodology (before/after)

1.

Before (1.0)

b.

why is it not effective any more?

ii. Coverage Blindspot

1. it's not possible to cover 100% problems
via metrics/tracepoints

2. metrics only reflect those classic and
known issues

3. we're not encouraged to add more
tracepoints

4. RTO metric is an good example that
doesn’t help us understand which
condition leads to the issue (without the
help of Figure 2).

Bl R

b Ul

14:10 14:15 14:20 14:25 14: 30 14: 35 14:40 14:45 14:50 14:55 16:00 15:05
—@- TCP Timeouts

Figure 1: TCP RTO Events

B ps
3,000

2,500
2,000
1,500
1,000

500

0 1 T T T T T T T T T 1 I
14:10 1415 14:20 14:25 14:30 14:35 14:40 14:45 14:50 14:55 15:00 15:05

—@-— Send Driver Max Latency

Figure 2: Latency between send syscall and
driver xmit



1. Methodology (before/after)

1. Before (1.0) T, 4. | wanted to ask if

you've encountered any
interesting or challenging
aspects related to your network
observability?

PhEx R ARYSERR L IR TEFEAREY
WEMZEL, MEEXKT,

o . oS BREA—BEXEMAFAH, TR
b. why is it not effective any more~ B4 R X35

The biggest challenge actually
lies in collecting and storing the

iii. Storage Problem indicators, as the volume is
, extremely large. Once sampled,
1.  It's not affordable for large scale deployment these data become unusable,
a. 0.5 KB/metric x 2M nodes x 100 metrics while without sampling, most of

the data is useless.

X (24 hours x 6) = 14.4 PB/day
2.  95% collected metrics are USELESS!

Figure 1: One short conversation with my
friend when I'm writing this slide



1. Methodology (before/after)

2. After (2.0)

a. Effective Root Metrics Theory

i.  Whatis the root metric?

i.  Why ‘latency’? root
. , latency
iii. How to trace ‘latency’?

iv. LPC 2025 - Methodology and Practice in
Observing Kernel Networking A

child child child
TCP | Qdise

leaf leaf leaf
CcC conf drop

Figure 1: what does a metrics tree look like?


https://lpc.events/event/19/contributions/2055/
https://lpc.events/event/19/contributions/2055/

1. Methodology (before/after)

Bfi: ps
1 3,000
) 2,500
2. After (20) 2,000
1,500
b.  Troubleshooter VS Designer Theory Hoe
. . . 500
i.  [1st] Attribution .
1. kernel Level W0 415 1420 1425 1430 1435 1440 1445 1450 1455 1500  15:05
2 Layer Level —@- Send Driver Max Latency
. 3 Function Level Figure 1: Latency from ‘send’ to ‘driver’
i. [2nd] Knowledge Source
1. metrics AL 8
. 600
2. tracepoint -
3.  kernel module/bpf o
4. reading source code
300
200
100

1 1 i 1 1 1 1 1 1 i 1 1
14:10 14:15 14:20 14:25 14:30 14:35 14:40 14:45 14:50 14:55 15:00 15:05
=@~ Driver L4 Max Latency

Figure 2: Latency from ‘driver’ to ‘tcp rev’



1. Methodology (before/after)

I meant, in the position where you insert a one-line tracepoint, which
should be easily replaced with a bpf program (kprobe
tcp_cwnd_reduction with two checks like in the earlier if-statement).
It doesn't mean that I object to this new tracepoint, just curious if
you have other motivations.

1.
2. After (2.0)

VVVVVYV

This is exactly the current implementation we have at Meta, as it relies on
hooking into this specific function. This approach is unstable, as
compiler optimizations like inlining can break the functionality.

C. Contract

I a new contract akin to tracepoint that we tell [This patch enhances the API's stability by introducing a guaranteed hook
’ ] . point, allowing the compiler to make changes without disrupting the
people “just trace those functions then” BPF program's functionality.

should be explored.

ii. How about fentry + kfunc (to print the current

‘latenC !)7 Add a lightweight tracepoint to monitor TCP congestion window
y . adjustments via tcp_cwnd_reduction(). This tracepoint enables tracking

Figure 1: Breno’s reply in the example 1

of:

iii. example 1: trace: tcp: Add tracepoint for ~ TCP window size fluctuations
. - Active socket behavior
tcp cwnd redUCthn() - Congestion window reduction events
iv. examp|e 2: trace: tcp: Add tracepoint for [Meta_ has been using BPF programs to monitor this function for years.
Adding a proper tracepoint provides a stable API for all users who need
tCD Cwnd redUCtion() to monitor TCP congestion window behavior.

Use DECLARE_TRACE instead of TRACE_EVENT to avoid creating trace event
infrastructure and exporting to tracefs, keeping the implementation
minimal. (Thanks Steven Rostedt)

Given that this patch creates a rawtracepoint, you could hook into it

using regular tooling, like bpftrace, using regular rawtracepoint
infrastructure, such as:

Figure 2: Breno’s reply in the example 2


https://lore.kernel.org/all/20250120-daring-outstanding-jaguarundi-c8aaed@leitao/
https://lore.kernel.org/all/20250120-daring-outstanding-jaguarundi-c8aaed@leitao/
https://lore.kernel.org/all/20250214-cwnd_tracepoint-v2-1-ef8d15162d95@debian.org/
https://lore.kernel.org/all/20250214-cwnd_tracepoint-v2-1-ef8d15162d95@debian.org/

2. Socket Timestamping

1. History
a. Keyword: latency monitoring
b.  Patrick Ohly implemented the first edition of socket
timestamping in 2009.
C.  Willem de Bruijn fulfilled and enhanced socket
timestamping in every aspect in 2014.
d.

References:
i.  Timestamping kernel Doc
ii. 2026: RPC Latency Breaker: Where Did My
RPC Time Go?
iii. 2025: The future of SO_TIMESTAMPING
iv.  2024: Extending SO_TIMESTAMPING
feature
V. 2023: SO_TIMESTAMPING: powering
fleetwide RPC monitoring
vi. 2019: TCP SO_TIMESTAMPING with
OPT_STATS for performance analytics
vii.  2019: TCP Analytics

client server

request 1\

i

requeset 2 _

\

SOF_TIMESTAMPING_RX_SOFTWARE

SOF_TIMESTAMPING_TX_ACK

Figure 1: one example of RPC using socket

timestamping


http://documentation/networking/timestamping.rst
https://netdevconf.info/0x1A/sessions/talk/rpc-latency-breaker-where-did-my-rpc-time-go.html
https://netdevconf.info/0x1A/sessions/talk/rpc-latency-breaker-where-did-my-rpc-time-go.html
https://netdevconf.info/0x19/sessions/talk/the-future-of-so_timestamping.html
https://netdev.bots.linux.dev/netconf/2024/index.html
https://netdev.bots.linux.dev/netconf/2024/index.html
https://netdevconf.info/0x17/sessions/talk/so_timestamping-powering-fleetwide-rpc-monitoring.html
https://netdevconf.info/0x17/sessions/talk/so_timestamping-powering-fleetwide-rpc-monitoring.html
https://netdevconf.info/0x13/session.html?talk-tcp-timestamping
https://netdevconf.info/0x13/session.html?talk-tcp-timestamping
https://netdevconf.info/0x13/session.html?tcp-analytics

2. Socket Timestamping

2.

How to use?

a.

What is SO _TIMESTAMPING feature? From Willem:
Timestamping is key to debugging network stack
latency. With SO_TIMESTAMPING, bugs that are
otherwise incorrectly assumed to be network issues
can be attributed to the kernel. It can isolate
transmission, reception and even scheduling
sources.

Applications have the ability to use this feature
through setsockopt, expecting to study and analyze
closely in kernel behavior. Then the jitter issue can
be effortlessly traced down to which layer is the
cause.

// 1. Enable timestamping
int flags = SOF_TIMESTAMPING_RX_SOFTWARE
| SOF_TIMESTAMPING_TX_SOFTWARE
| SOF_TIMESTAMPING_SOFTWARE;
setsockopt(fd, SOL_SOCKET, SO_TIMESTAMPING, &flags, sizeof(flags));

// 2. Send (for TX timestamp)
send(fd, data, len, 0);

// 3. Receive timestamp via recvmsg + cmsg

struct msghdr msg = { .msg_control = cbuf, .msg_controllen = sizeof(cbuf), ...
recvmsg(fd, &msg, MSG_ERRQUEUE); // TX timestamps come from error queue

// RX timestamps come from normal recvmsg()

¥

for (struct cmsghdr scm = CMSG_FIRSTHDR(&msg); cm; cm = CMSG_NXTHDR(&msg, cm)) {
if (cm->cmsg_level == SOL_SOCKET && cm->cmsg_type == SO_TIMESTAMPING) {
struct timespec *xts = (struct timespec *)CMSG_DATA(cm);
// ts[0] = software timestamp

// ts[1]
// ts[2]

hw timestamp (transformed)
hw timestamp (raw)

Figure 1: example in selftests



2. Socket Timestamping

3. Limitations

a.

Applications need changes
i.  Modify the params in
setsockopt/sendmsg/recvmsg
i. for(...) loops to parse the cmsgs
Additional overhead per recv call
i.  Syscalls: 0-2 times setsockopt() + X times
recvmsg() (X is the number of tx generation

flags)
ii.  Extra analysis in apps
Inflexibility

i.  Limited information to output unless we add
more fields in kernel and then upgrade the
kernel.

Uapi limits the future
i. If we have flaws in the original design
i.  If we have more useful data to output

i apps

generation report
flags flags

(setsockopt) ( sendmsg )

interface

kernel
H | Transport Proto

U

)

| Packet Scheduler

Collect
&
Analyze

L

| Drivers

Figure 1: flaws of socket timestamping



2. BPF Timestamping 1.0

1.

History

a.

the mirror of socket timestamping that was
re-implemented with BPF

i.  support selectively sampling

ii.  only support TCP protocol

iii.  only support TX (RX is on the way)
It works as a third-party centralized BPF service
Report path was replaced with BPF skops
More information about sk/skb other than
SOF_TIMESTAMPING_OPT_STATS (in socket
timestamping) can be retrieved.

Ftcp__Seno(mSg J

A \ passing 4-tuple
ECP—SQV\AMSQ—IOC'(QAJ.:{ .................... E
[__Jev_queue_xmit)
P Ky \ passing 4—tu€|e
[ startoont ) [—skb_tstomp_tx
- passing ‘H:«f:lf;
"""""""" k )..;._ cccccsce

Figure 1: components of BPF timestamping 1.0

BPF
PROG




2. BPF Timestamping 1.0

2. How to use?

a.

fentry tcp_sendmsg_locked: get the
accurate timestamp of triggering send
syscall.
BPF_SOCK_OPS_TSTAMP_SENDMSG _
CB: BPF program calls a kfunc named
bpf_sock ops_enable_tx_tstamp() to
decide if we need to trace the
transmission. If so, then the kfunc will tags
the last skb. And BPF prog finishes the
correlation of skb and its sendmsg.
BPF_SOCK_OPS_TSTAMP_{SCHED/SN
D/ACK}_CB: they are the timestamping
report points which allows BPF program to
report the current timestamp and calculate
the latency compared to the start time of
send syscall.

USER SPACE
P open/load/attach attach sockops TCP connect /
Jormiegronp BPF skeleton to cgroup write()
sendmsg()
BPF PROGRAMS & MAPS

e ACTIVE_ESTABLISHED_CB - bpf_setsockopt(SK_BPF_CB_TX_TIMESTAMPING)
e TSTAMP_SENDMSG_CB - read sk_stg_map, enable_tx_tstamp(),

e TSTAMP_SCHED_CB - lookup time_map, compute sched_delay
o TSTAMP_SND_SW_CB - lookup time_map, compute snd_sw_delay

SEC("sockops") skops_sockdts

insert to time_map

SEC("fentry") trace_tcp_sendmsg_locked

record sendmsg_ns to sk_stg_map

o TSTAMP_ACK_CB - lookup time_map, compute ack_delay, delete entry insert

cB)

read sendmsg_ns A
/

A
Lo write
twritth sendmsg_ns

A
lookup + update

delet
(SCHED/SND_SW/ACK_CB) (AcK.c8)

time_map (HASH)

key: (cookie, tskey)
value: delay_info

.~ _KERNEL NETWORK STACK

(optional) hardware NIC

wt 1
_” fentry: \ , SENDMSG_CB:
tep_sendmsg_locked() R S e
- N/ inserttime_map
e g T
__dev_queue_xmit() (before qdisc) i SCHED GB:
i

driver hard_xmit() / skb_tx_timestamp()

4 , :
tcp_clean_rtx_queue() on ACK ! ACKECE:
!

time_map: LOOKUP + UPDATE sched_delay

4 SND_SW_CB:
% time_map: LOOKUP + UPDATE snd_sw_delay

SND_HW_CB (optional)

time_map: LOOKUP + CHECK + DELETE

Figure 1: the arch of BPF timestampi

ng 1.0




2. BPF Timestamping 1.0

3.

Limitations (inheritted from socket timestamping)

a.

Miss SYN/FIN/RST/probe cases

i. They are not traced, but they all belong to network
observation.
ii. Implementation
1. hook the start point
a. tcp_v4_connect()/BPF_SOCK_O
PS_TCP_CONNECT_CB
b. tcp_v4_send_reset()/tcp_send_ac
tive_reset()

C.

2. Correlate the start time with the skb in a
BPF map, like
BPF_SOCK_OPS_TSTAMP_SENDMSG _
CB

a. tcp_init_nondata_skb() fits for all
b. Or add corresponding callbacks
respectively
3. Enable timestamping feature on each skb,
like kfunc
bpf sock_ops_enable_tx_tstamp()

static void tcp_tx_timestamp(struct sock *sk, struct sockcm_cookie *sockc)

struct sk_buff xskb = tcp_write_queue_tail(sk);
u32 tsflags = sockc—>tsflags;

if (unlikely(!skb))
skb = skb_rb_last(&sk->tcp_rtx_queue);

if (tsflags & skb) {
struct skb_shared_info xshinfo = skb_shinfo(skb);
struct tcp_skb_cb xtcb = TCP_SKB_CB(skb);

sock_tx_timestamp(sk, sockc, &shinfo->tx_flags);
if (tsflags & SOF_TIMESTAMPING_TX_ACK)
tch—>txstamp_ack |= TSTAMP_ACK_SK;
if (tsflags & SOF_TIMESTAMPING_TX_RECORD_MASK)
shinfo—>tskey = TCP_SKB_CB(skb)—>seq + skb—>len - 1;
b

if (cgroup_bpf_enabled(CGROUP_SOCK_OPS) &&
SK_BPF_CB_FLAG_TEST(sk, SK_BPF_CB_TX_TIMESTAMPING) && ckh)
bpf_skops_tx t1mestamp1ng(sk skb, BPF_SOCK_OPS_TSTAMP_SENDMSG_CB) ;

Figure 1: correlation process in the kernel

if (skops—>op == RPF_S0CK_0PS_TSTAMP_SENDMSG_CR) {
stg = bpf_sk_storage_get(&sk_stg_map, (void *)sk, 0, 0);
if (!stg)
return 3
dinfo.sendmsg_ns = stg->sendmsg_ns;
bpf_sock_ops_enable_tx_tstamp LG ENIE i ad

key.tskey = shinfo—>
if (!key.tskey)
return A
bpf_map_update_elem(&time_map, &key, &info, BPF_ANY);
return A

Figure 2: correlation process in the BPF prog



2. BPF Timestamping 1.0

wait_for_space:
set_bit(SOCK_NOSPACE, &sk->sk_socket->flags);
tcp_remove_empty_skb(sk);
L. i if (copied)
3. Limitations (inheritted from socket timestamping) tcp_push(sk, flags & ~MSG_MORE, mss_now,
TCP_NAGLE_PUSH, size_goal);

err = sk_stream_wait_memory(sk, &timeo);

b.  miss tagging the tail skb if (err 1= 0)
. . . . goto do_error;
i.  without tagging, we cannot keep track of this
mss_now = tcp_send_mss(sk, &size_goal, flags);
send syscall.
ii. it can happen due to shortage of memory in :
wait_for space scenario :
iii. it's not feasible to successfully identify the = Dssncwiptps=nonagle.Ss e tgoall:
last skb before push functions get called due
to the original design Figure 1: how to reproduce this in

iv.  Please see patch 3&&4 in the series: tep_sendmsg_locked()

bpf-timestamp: convert to push-level
granularity



https://lore.kernel.org/all/20260404150452.83904-4-kerneljasonxing@gmail.com/
https://lore.kernel.org/all/20260404150452.83904-1-kerneljasonxing@gmail.com/
https://lore.kernel.org/all/20260404150452.83904-1-kerneljasonxing@gmail.com/

2. BPF Timestamping 1.0

3. Limitations (inheritted from socket timestamping)

c. delayed ack issue (1)

For RPC, it only happens on the tail packet
because no more new packet will be pushed
out by the kernel.

High delta between ‘send’ and ‘ack’ hides the
fluctuation of network rtt.

An ack packet can be delayed within 40 ms.
Kevin Yang said he will add this and define
‘ack_delay’ and ‘network_rtt’ in the process of
upstreaming SWIFT.

| send ACK P99 Latency @

B ps

50,000

40,000

30,000

20,000

10,000

| I | | L A
18:00 19:00 20:00 21:00 22:00 23:00 06-18

Figure 1: delayed ack makes the latency
measurement spuriously high



2. BPF Timestamping 1.0

01234567 89012345 67890123 45678901

o o oo e L +
| Kind | Length | ExID |

o o o B +

L. . | TSval |

3. Limitations (inheritted from socket timestamping) R L T pEE—— :
o [ +

+ +
|Un| AckDelay |R]
+

c. delayed ack issue (2) | |

i. TCPETS: Extensible Timestamp Options ! [ :
1. negotiate during 3-way handshake AN
2. we define NetworkRTT as the time Lt kel e, |Reserved]
from when the data segment, which 2 bits | 13 bits | 1 bit
has TSval=X, is sent until when it
arrives at the receiver, plus the time Figure 1: ETS option header format
from when the corresponding ACK is
sent by the (data) receiver until the
ACK arrives at the data sender. TCP A TCP B
3. NetworkRTT = ACK.ArrivalTime - - e e e
ACK.TSecr - ACK.AckDelay TS.Recent=TSval=
a. 1-1- (10 B 2) =2 R TS.RecentClock
e e et wron () o, e - S Y

include host delay anymore) Figure 2: how NetworkRTT is computed


https://www.ietf.org/archive/id/draft-yang-tcpm-ets-01.html#name-tcp-ets-option-header-forma

2. BPF Timestamping 1.0

3. Limitations (inheritted from socket timestamping)

d. big packet issue

Big means the packet will be splitted into
multiple smaller-sized packets due to
gsol/tso, etc.

If the packet is small, this packet is the tail
packet of this send syscall. That’s fine.

If the packet is big, what's the meaning of
reporting SCHED/SOFTWARE? Only the
latency between ‘send’ and ‘ack’ makes
sense.

Big packet may include a few rounds of
network RTT latency + host latency which
means we cannot perform the correct
attribution

s 'tcp_.seno(msg()

é tep_skb_entail()

aeplica‘tion

E tcp_.‘cx_.timestamp() skb

* tep_push()

E ——dev_queue_xwit() TX_SE¢HED

! ixgbe_tx_map() TX_SOATWARE
|ixgbe: ptp_tx_work  TX-HADRDWARE

Figure 1: small packet case

tep_sendmsg()

! tep_tx_timestamp()

app lication

=. tcp_eusl«() . 3
"::.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.':'.'.'.'.'.'.'.'.'.'.'.'.;'.'.'.'.'.'. =
S___.o(ev_queue_.xmit() . 3 . TX_SQHED .
! ixgbe_tx_map() : : TX_SOF[TWARE
b isaba ateute werk : TX_HADRDWARE
 Megoci PYp: . s ) ® 3

Figure 2: big packet case



2. BPF Timestamping 1.0

SEC( )
int skops_sockopt(struct bpf_sock_ops *skops)

struct bpf_sock *xbpf_sk = skops—>sk;
3. Limitations (inheritted from socket timestamping) Sl S BE,C .6
if (!bpf_sk)
return 1;

sk = (struct sock *)bpf_skc_to_tcp_sock(bpf_sk);
if (!sk)
return 1;
e. It cannot be applied to the historical flows
i.  BPF prog sets the option during 3-way

switch (skops—>op) {
case BPF_SOCK_OPS_ACTIVE_ESTABLISHED_CB:

handshake nr_active += !bpf_test_sockopt(skops, sk, 2);
ii. Can we set to the historical flows? Yes, scan T BPF";SEEFOPS ST AP SENDSETE:
the hashinfo of TCP, filter the matched flows, if (bpf_test_delay(skops, 5|'<))

and tag them! nr_snd += 1;
break;

case BPF_SOCK_OPS_TSTAMP_SCHED_CB:
if (bpf_test_delay(skops, sk))
nr_sched += 1;
break;

Figure 1: sockops - 3-way handshake



2. BPF Timestamping 1.0

3.

Limitations (inheritted from socket timestamping)

f.

TracelD

This is a very open question!

AFAIK, some developers adopting BPF
timestamping as the base of monitoring
platform implements the TracelD to correlate
the behavior of kernel and RPC to provide a
full vision of one transmission.

Tag Collection
S . @fTagmy [ L Agent
: Kubernetes Tags 1@
‘AWS “Y cloud Tags > | Server
Smart-Encoding ,

® O) '! VPC,IP'")
Trace } ——> | Agent :

® |Trace §§vpc,ipincy

E FrontEnd | | Server :

Trace ‘ Tag“')

@

e |

Database

Figure 1: tag-based correlation in deepflow



3. BPF Timestamping 2.0

1. Ultimate Goal

a. address 1.0 issues

i.
ii.
iii.
iv.
V.
Vi.

miss 3-way handshake cases
miss tagging the tail skb V
delay ack issue V

big packet issue

It cannot be applied to the historical flows V
TracelD 7



3. BPF Timestamping 2.0

1. Ultimate Goal T e

applico«tion

: aPPlication
b.  support per packet basis (1) + bep_sendmsg() /‘\ étcp_senolmsg()
. . . . : O —C~O O
i. slides starting from page 29 in The Future of
SO_TIMESTAMPING : g : : :
3 tep_tx_timestamp() : E - :
E.tcP_PusL\() E E s Skb ‘_‘tcp_PusL\()
é —_dev_queue_xmit() § § é TX_SEHED g g——-dev_.queue__xmit() TX_SCHET
‘ : : : Lo IsoFTulare
E ixgbe_tx_.map() E E ’ET)(_SOFTWAREE E.xgbe_tx_map() TX T
;. ixgbe: ptp_tx_work E é ‘I':X—HADRDWARE.E ;'ixgbe: ptp—tx_work b e oy
N s § SRR Yrers 505 FosaEs e e...- v [ ] [ ) [ ]

Figure 1: per packet basis in TCP


https://netdevconf.info/0x19/sessions/talk/the-future-of-so_timestamping.html
https://netdevconf.info/0x19/sessions/talk/the-future-of-so_timestamping.html

3. BPF Timestamping 2.0

1. Ultimate Goal

b.  support per packet basis (2)
i. entry

1. tcp_skb_entail() makes sure every newly
generated skb is tagged

tcp_skb_entail()
-> __sock_tx_timestamp(tsflags, tx_flags);
// for example
-> flags |= SKBTX_SCHED_TSTAMP;
// or
-> bpf_skops_tx_timestamping()

Figure 2: pseudo code

E tep_sendmsg()

; tep_skb_entail()

E tep_tx_timestamp()

E tep_sendmsg()

" tep_skb_entail()

T

EIEIEIES

 tep_tx_timestamp()

k tcp,_write,_xmit()

Figure 1: per packet basis in TCP



3. BPF Timestamping 2.0

1.

Ultimate Goal

b.  support per packet basis (3)

i. TCP layer
1. tso_fragment() splits the big packet for various
reasons
2. tcp_skb_collapse_tstamp()
3

tso_fragment()
-> tcp_fragment_tstamp()
// tag both skbs
-> shinfo->tx_flags |= tsflags;
-> shinfo2->tx_flags |= tsflags;

Figure 2: pseudo code

E tcp_seno(msg()

E tep_push() :

:tso‘Fro\gment():

. tcp_ﬁragment_s
: tstamp()

+ tep—_push()
+ tso_Ffragment(

E tep_fragment_
: t&tamp()

app[ica‘tion

Figure 1: per packet basis in TCP



3. BPF Timestamping 2.0

1. Ultimate Goal

b.  support per packet basis (4)

iii. GSO layer (before Qdisc)
1. tcp_gso_tstamp() does the same thing

tcp_gso_tstamp ()
-> while (skb) { % :
skb_shinfo(skb)->tx_flags |= : AN IR T
SKBTX_SW_TSTAMP; jocp-gso556an60 (‘seq | seq | seq [ seg) i

Figure 2: pseudo code Figure 1: per packet basis in TCP



3. BPF Timestamping 2.0

1. Ultimate Goal

C. support the container scenario (1)

It's crucial since the timestamping feature deployed in the
host should have the ability to monitor both container and
host.

Container networking scenario is way too complex since
we have more than 10 combinations with the use of vlan,
vxlan, macvlan, veth, bridge...etc.

socket timestamping
BPF timestamping 1.0

(docker)(docker) (docker)(docker) (docker)(docker)

host

Figure 1: what are we missing in container?




3. BPF Timestamping 2.0

1. Ultimate Goal

c.  support the container scenario (2)
i.  The path is so different either in tx path or
in rx path.
ii. Whatis the problem here?
1.  veth
2 bridge
3. wxlan
4

[POD netns]

sendmsg ()
- tcp_sendmsg() - tcp_write_xmit() - tcp_transmit_skb()
- ip_queue_xmit() - ip_local_out() // NF_LOCAL_OUT
~ ip_output() // NF_POST_ROUTING
- dev_queue_xmit() // qdisc: noqueue

- veth_xmit()

———— veth pair / skb_scrub_packet(): skb->sk=NULL, tstamp=0 ————

[NODE netns]
netif_receive_skb()

=~ ip_rev() // NF_PRE_ROUTING
- ip_forward() // NF_FORWARD
- ip_output() // NF_POST_ROUTING (SNAT)
- dev_queue_xmit() // qdisc: fq_codel
- NIC_driver_xmit() // - wire

Figure 1: tx path in veth case

[NODE netns]
NIC_driver_poll() - napi_gro_receive()
- ip_rev() // NF_PRE_ROUTING (DNAT)
- ip_forward() // NF_FORWARD
- ip_output() // NF_POST_ROUTING

- dev_queue_xmit()
- veth_xmit()

———— veth pair / skb_scrub_packet(): tstamp=0 —-———

[POD netns]
netif_receive_skb()
- ip_rev() // NF_PRE_ROUTING
- ip_local_deliver() // NF_LOCAL_IN

- tep_v4_rcv() - tcp_rcv_established()
- tcp_ack() - tcp_clean_rtx_queue()
- tcp_tstamp_tx() // ACK timestamp v (uses sk directly)

Figure 2: rx path in veth case



3. BPF Timestamping 2.0

1. Ultimate Goal

c.  support the container scenario (3)
i. txproblem (1)

1.
2.

ip_rcv_core() clears skb->sk
commit 71f9dacd2e4d (“inet: Call skb_orphan

NODE netns

veth pair

POD netns

qdisc qdisc
[ send H (noqueve) H(veth Xmlt)]__‘_.[ ip_rev H ip_forward H(e«ho fq_oodel) outer IP

wL3) lorwardlng
5 skb->skis set 1 |
+ toNULL

1 if skb->skis |
! not cleared, |

packet will be
: dropped 1

(tc;czck) tep_va_rev ]‘7‘7—[ veth_xmit ]1—{ ip_forward H ip_rcv ]47

before tproxy activates”) says: “As transparent
proxying looks up the socket early and assigns
it to the skb for later processing, we must drop
any existing socket ownership prior to that in
order to distinguish between the case where

tproxy is active and where it is not.”

Figure 1: the big view of the netns case

static

{

__always_inline void skb_orphan(struct

if (skb—>destructor) {
skb—>destructor(skb);
skb—>destructor

skb—>sk
} else {

BUG_ON(skb—>sk) ;

}

Figure 2: skb->sk is cleared in ip_rcv_core()



https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=71f9dacd2e4d
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=71f9dacd2e4d

3. BPF Timestamping 2.0

1.

Ultimate Goal

C.

support the container scenario (4)

tx problem (2)

2.

__skb_tstamp_tx() does nothing.

a.
b.

skip it because of no sk

socket timestamping doesn’t support it
because one of reasons is it needs to
put the skb carrying the timestamp into
the error queue.

BPF timestamping doesn’t support it
because sockops needs the sk.

void __ skb_tstamp_tx(struct sk_buff xorig_skb,
const struct sk_buff xack_skb,
struct skb_shared_hwtstamps xhwtstamps,
struct sock *sk, int tstype)

struct sk_buff xskb;
bool tsonly, opt_stats =
u32 tsflags;

if (!sk)
return;

Figure 1: timestamping doesn’t support it

err = sock_queue_err_skb(sk, skb);

if (err)
kfree_skb(skb);

Figure 2: socket timestamping needs it

void bpf_skops_tx_timestamping(struct sock *sk, struct sk_buff xskb, int op)
{

struct bpf_sock_ops_kern sock_ops;

memset (&sock_ops, #, offsetof(struct bpf_sock_ops_kern, temp))
sock_ops.op = op;

sock_ops.is_fullsock = 1;

sock_ops.sk = sk;

bpf_skops_init_skb(&sock_ops, skb, 0);

__cgroup_bpf_run_filter_sock_ops(sk, &sock_ops, CGROUP_SOCK_OPS);

Figure 3: socket timestamping needs it



3. BPF Timestamping 2.0

1. Ultimate Goal

c.  support the container scenario (5)
i. txproblem (3)

3. how to workaround it for BPF timestamping?

a. SEC("fentry/__skb_tstamp_tx”)

b. when Isk condition is met, print out
4-tuple information from orig_skb with
the current timestamp.

c.  Calculate the delta.

4. My take here is we rely too much on the socket.
Can we avoid that?



3. BPF Timestamping 2.0

1. Ultimate Goal

c.  support the container scenario (6)
i. rxproblem (1)

1.

2.

skb_scrub_packet() clears
skb->tstamp.

commit c47d8c2f38f8 (“net:
Clear skb->tstamp only on

NODE netns

POD netns

recv
(application)

|
|
I
I
I
l i
tepfev._ top_vd_rev ip_local_deliver netif_receive_skb ; veth_xmit dev_queue_xmit ip_forward ip_rev drv outer IP
established = o L ~ = ‘ | 5 = i = = (NIC rx)
I
[
|

........ £ [
0

\
1 skb_scrub_packet(skb, xnet=true) |
! skb_clear_tstamp(skb) H

- skb->tstamp = 0 i
| (RX timestamp cleared!) /:
\

the forwarding path”) says:
“Now that skb->tstamp will
be used to hold packet's
txtime, we must ensure that
it is being cleared when
traversing namespaces.
Also, doing that from
skb_scrub_packet() before
the early return would
break our feature when
tunnels are used.”

Figure 1: the big view of the netns case

skb—>mark = 0:
skb_clear_tstamp(skb);

}
EXPORT_SYMBOL_GPL (skb_scrub_packet);

Figure 2: socket timestamping skip netns case



https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=c47d8c2f38f8
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=c47d8c2f38f8
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=c47d8c2f38f8

3. BPF Timestamping 2.0

1. Ultimate Goal

#idefine net_timestamp_check(COND,
if (static_branch_unlike stamp_needed_key)) {
if ((COND) && mp)

c.  support the container scenario (7)
i. rxproblem (2)

1. The ‘tstamp’ of skb is cleared, so in
the tcp_recvmsg_locked() the event
will not be reported.

2. It seems no workaround method.

3. My take here is the tstamp can be

used in both sides for absolutely .
different reasons and also used for ELERGLOELGIE:IE] GYESS ER o d-1 <=1 o) I

timestamping feature! Timetamping tcp_update_recv_tstamps(skb, tss);
feature should be a standalone *cmsg_flags |= TCP_CMSG_TS;

module which means we can have a by
standalone field to record the time?

Figure 1: tag the skb at the beginning of rcv path

Figure 2: tcp_recvmsg_locked()



3. BPF Timestamping 2.0

1. Ultimate Goal

d. promising directions
i. simple interfaces to plugin
ii. achieve the extremely low overhead
iii. always-on in production
iv.  transparently observe

V. easy-to-use
Vi. flexible

Extend 2.0 as the latency framework which is worth it but
definitely challenging!!!



3. BPF Timestamping 2.0

1.

Design
Where to put the global-wide timestamp?
new member in shared info?

a.

1.
2.

Can we afford the global impact of adding u32/u64 space?

Pros:
a. Independence
i.  nolonger rely on BPF timestamping report points
b.  Flexibility
i.  we can calculate the latency as long as we can write a bpf-based tool that is
able to hook the function and get the skb parameter.
Cons:

a. each skb across protocols suffers from the overhead of an extra u64 storage slot.
side note: also need to cover the neffilter case since the 4-tuple of skb is changed in this
case.
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1- DeS'Qn static int fq_enqueue(struct sk_buff xskb, struct Qdisc *sch,
a.  Where to put the global-wide timestamp? , SHIRCEESRDM R seckines]
i. skb->tstamp struct fq_sched_data *q = qdisc_priv(sch);
. . . struct fq_flow *f;
1.  tstamp can be used in dual direction. u64 now;
u8 band;
2. TX
; ; ; band = fq_prio2band(q—>prio2band, skb—>priority & TC_PRIO_M
a. When the skb carrying this value is if (unlikely(g->band_pkt_count[band] >= sch—>1limit)) {
forwarded, that probably means q->stat_band_drops [band] ++;
. . return gdisc_drop_reason(skb, sch, to_free, QDISC_D
the skb will be sent out in the tx }
path, so this value can interfere o inetaatins ()
with the pacing logic. if (!skb—> P .
fg_skb_cb(skb)—>time_to_send = now;
3. RX } else {

. . ktime_t time_to_send = fq_skb_tstamp_to_mono(skb);
a. socket timesstamping

if (fq_packet_beyond_horizon(time_to_send, g, now))

Figure 1: the use of tstamp in tx path
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key.cookie = bpf_get_socket_cookie(skops);

1. Design if (!key.cookie)
i i return
a.  Where to put the global-wide timestamp? e
i. sk _cookie
1. itis bound to socket itself rather than Figure 1: inspiration from BPF prog
packet
2. Can we have Something like an unique ztatic __always_inline u64 gen_cookie_next(struct gen_cookie *gc)
cookie for each skb? struct pcpu_gen_cookie xlocal = this_cpu_ptr(gc—>1local);
. 64 val;
a. No, because the allocation of SRS e
cookie is not cheap since it needs if (likely(local_inc_return(&local->nesting) == 1)) {
) ) ) Yal = local—>last;
to deal with the huge contention if if (__is_defined(CONFIG_SMP) &&
T unlikely((val & (COOKIE_LOCAL_BATCH - 1)) == 0)) {
the pps of flow is high. (please $64 next = atomic64_add_return(COOKIE_LOCAL_BATCH,
. &gc—>forward_last);
see figure 2) val = next — COOKIE_LOCAL_BATCH;
3. We need to find a field belonging to the local->last = ++val;

skb and friends. } else {

val = atomic64_dec_return(&gc—>reverse_last);

local_dec(&local->nesting);
return val;

Figure 2: generation of cookie
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1. Design
a.  Where to put the global-wide timestamp? #define TCP_SKB_CB(__skb) ((struct tcp_skb_cb *)&((__skb)->cb[0]))
i, skb->ch
1. TCP_SKB_CB iS used fOf' original Skb static void tcp_tx_timestamp(struct sock xsk, struct sockcm_cookie xsockc)
struct sk_buff xskb = tcp_write_queue_tail(sk);
rather than the cloned one. u32 tsflags = sockc—>tsflags;
2. TCP_SKB_CB is no longer valid until the if (unlikely(!skb))
skb = skb_rb_last(&sk—->tcp_rtx_queue);
clone skb traverses IP layer
. .. if (tsflags && skb) {
3. different Iayers has the perIlege to use struct skb_shared_info *shinfo = skb_shinfo(skb);

. . struct tcp_skb_cb *tcb = TCP_SKB_CB(skb);
this private member
sock_tx_timestamp(sk, sockc, &shinfo—>tx_flags);
if (tsflags & SOF_TTIMESTAMPING_TX_ACK)
tcb—>txstamp_ack |= TSTAMP_ACK_SK;
if (tsflags & SOF_TIMESTAMPTNG_TX_RFCORD_MASK)
shinfo->tskey = TCP_SKB_CB(skb)->seq + skb->len - 1;

Figure 1: CB in TCP layer

%06LTU6 bKLINEO 2KB CB(2KP) ((2f£LMCE TUTDKETULO *)((2KP)—>CP))

%QELTU6 IbCB(2KP) ((2£LNCE TUEL 2KP~boLwk) ((2KP)—>CP))

Figure 2: CB in IP layer
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#ifdef CONFIG_SKB_EXTENSIONS
enum skb_ext_id {
1. Design #if IS_ENABLED(CONFIG_BRIDGE_NETFILTER)

SKB_EXT_BRIDGE_NF,

a.  Where to put the global-wide timestamp? #endif
i enum skb ext id #ifdef CONFIG_XFRM
1. it doesn't support rx side well since skb->slow_gro #tenc PO BHSEC R
= 1; will slow down the transmission speed. #if IS—E%BEE‘;(E%FIG~5“ET—TC-5*:B—E3"\'T)
2. skb_scrub_packet() also clears the content dif -
a. see the comment: “skb_scrub_packet can I5~E‘§‘§ELE%_‘:3§%§-{”PTCP)

also be used to clean a skb before injecting f - :
it in another namespace (@xnet == true). : -EgﬁELE%fag;GJ"]CTP—FLDW?’)
We have to clear all information in the skb = ‘
that could impact namespace isolation.” 15_ENABLED{CONFIG_INET_ESF)

SKB_EXT_PSP,
dif
f IS_ENABLED(CONFIG_CAN)
SKB_EXT_CAN,

SKB_EXT_NUM,

Figure 1: the structure of existing type
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1. Design

a.  Where to put the global-wide timestamp?

tskey
1.

as the unique ID?
a. the possibility of conflict is too high
union tskey?
a. skb_scrub_packet() doesn't touch it
Tskey is an ‘u32’ field but timestamp is u64, so it's
not a good candidate.

struct skb_shared_info

Gﬁsigned short

unsigned short
struct sk_buff
union {
struct
struct
b
unsigned int
u32

flags;

meta_len;
nr_frags;
tx_flags;
gso_size;

gso_segs;
xfrag_list;

skb_shared_hwtstamps hwtstamps;
xsk_tx_metadata_compl xsk_meta;

gso_type;
S GH

Figure 1: skb_shared_info structure
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1.

Design
Where to put the global-wide timestamp?

a.

skb metadata?
1.

Martin suggested me to apply skb

metadata, but | reckon it’s definitely a
no-go. Performance impact of network
observation is extremely important!!!

‘when you need to attach metadata only to
the first packet of a TCP/QUIC connection
or sample packets at very low rates for

tracing.”
References:
a. [PATCH RFC bpf-next 0/5] skb
extension for BPF local storage
b. 2026: Thrice the charm: an skb
extension for BPF metadata
c. 2025: Packet Metadata - Where
Are Thee?
d. 2025: Traits: Rich Packet Metadata
e. 2024: Marking Packets With Rich

Metadata

Our initial rough benchmarks on a VM with kernel.bpf_stats_enabled=1 [3]
show that running a tc/ingress prog that creates skb local storage and
writes to it amounts to ~330 nsec of per—packet overhead. Retrieving skb
local storage and reading from it in a cgroup_skb/ingress hook contributes
an additional ~115 nsec.

Rounding up to ~500 nsec per packet:
- at 100k pps, that's 5% of cket budget, but
- at that's already|50% of the budget, which is not acceptable.

Figure 1: current status of skb metadata



https://lore.kernel.org/all/20264818422.Ya8u.martin.lau@linux.dev/
https://lore.kernel.org/all/20260226-skb-local-storage-v1-0-4ca44f0dd9d1@cloudflare.com/
https://lore.kernel.org/all/20260226-skb-local-storage-v1-0-4ca44f0dd9d1@cloudflare.com/
https://netdevconf.info/0x1A/sessions/talk/thrice-the-charm-an-skb-extension-for-bpf-metadata.html
https://netdevconf.info/0x1A/sessions/talk/thrice-the-charm-an-skb-extension-for-bpf-metadata.html
https://lpc.events/event/19/contributions/2269/
https://lpc.events/event/19/contributions/2269/
https://www.netdevconf.info/0x19/sessions/talk/traits-rich-packet-metadata.html
https://lpc.events/event/18/contributions/1935/
https://lpc.events/event/18/contributions/1935/

3. BPF Timestamping 2.0

1. Design
. . void tcp_skb_collapse_tstamp(struct sk_buff xskb,
a.  Where to put the global-wide timestamp? const struct sk_buff #next_skb)
. {
1. hwtstamp (1) if (unlikely(tcp_has_tx_tstamp(next_skb))) {
const struct skb_shared_info *next_shinfo =
1. rename and repurpose the use of hwtstamp skb_shinfo(next_skb);
. struct skb_shared_info *shinfo = skb_shinfo(skb);
2. the orig and cloned skb share the same
shinfo—>tx_flags |= next_shinfo—>tx_flags & SKBTX_ANY_TSTAMP;
hwtstamp shinfo->tskey = next_shinfo—>tskey;
TCP_SKB_CB(skb)->txstamp_ack |=
3. tx TCP_SKB_CB(next_skb)->txstamp_ack;
a. find/create a ktime filed to store the
timestamp Figure 1: collapse example
b. handle gso/tso/collapse... logic
4 rx

a. add the same initialization logic in
net_timestamp_check()
b. handle the functions that use #define net_timestamp_check(COND, SKB)

‘has_rxtstamp’ if (static_branch_unlikely(&netstamp_needed_key)) {
if ((COND) && !(SKB)—>tstamp)

(SKB)—>tstamp = ktime_get_real();

Figure 2: skb->tstamp initialization
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1. Design
a.  Where to put the global-wide timestamp?
i.  hwtstamp (2)
1. advantage:
a. Independence

i.  nolonger rely on BPF
timestamping report points
b.  Flexibility
i.  we can calculate the latency as
long as we can write a bpf-based
tool that is able to hook the
function and get the skb
parameter.
2. side note: also need to cover the neffilter case
since the 4-tuple of skb is changed in this case.
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1. Implementation for any protocol (3-step)
a. Record/reset start time
i. Find where to generate the start time
ii. Propagate it to the target skb
iii. Call a kfunc to reset it
b. Handle splitted skbs
i. If new skbs are generated, make sure that the
skb can be passed to the corresponding start
time.
c. Report the event
I. It can happen at any hook point
ii. It can happen at the pre-embeded points like
the callbacks of BPF timestamping 1.0
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1. Blind Spots
a. irg/softirg latency
i. the start time in rx path is net_timestamp_check() which is
pretty close to the driver side, but what if the napi poll is
triggered too late?
i. example: commit d15121be74856(“Revert "softirg: Let
ksoftirgd do its job™)
b.  sched latency
i.  cpu utilization reaches 100%
ii.  in-house scheduler makes the mistake
iii.  too many heavy tasks in one running queue of CPU
c. anything else?



https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=d15121be74856
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=d15121be74856

3. BPF Timestamping 2.0

static void recvpacket(int sock, int recvmsg_flags,

1_ Agent d”‘ec“on . int siocgstamp, int siocgstampns, int ptpy|
a. socket timestamping (1) e
struct iovec entry;

i. report timestamps along with some fields in tcp_info, and bk zockaddr_in from_addr;
application needs to take care of the rest logic: match, iﬁaﬂ;czoﬁrt"ig'{?r S
calculate, upload. ingoggl:

1. tskey is used to match timestamp in each report B R o —
point with the start time of its real send syscall. ng:nmwzgjgzl:n&ent;ry;

2. ‘printpacket() is the basic example on how to parse g;;g:}gt‘{g;ez e
the timestamp after invoking an additional e
recvmsg() syscall, which impacts the performance D ek, L

3' Please refer tO res = recvm§gi_sock, &msg, recvmsg_flags [MSG_DONTWAIT);
tools/testing/selftests/net/timestamping.c L

printf(“%s %s: %s\n",

(recvmsg_flags & MSG_ERRQUEUE) ?
strerror(errno));

} else {
printpacket(&msg, res, data,
sock, recvmsg_flags,
siocgstamp, siocgstampns, ptpv2);

Figure 1: selftests example in
tools/testing/selftests/net/timestamping.c
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1. Agent direction
TSO=on, Send (small packets)

a. socket timestamping (2) 2500 F
i.  Sync mode .
1.  application: get time A -> send data -> recvmsg 3 2000
from error queue and get time B -> calculate the fzi
delta (B-A) -> upload to the remote centralized L 1oeer
servers _§
2. Pros: o 10007
a. simple/fixed pattern in application: get the E 500 | '
timestamps and compute the latency = I
3. Cons: 5
a. terrible performance b O4N 128™  266™ 512

Packet Si
4.  Apparently, it's a not production solution acke 2@

Figure 1: socket timstamping (sync) + netperf




3. BPF Timestamping 2.0

1. Agent direction
TSO=on, Send (small packets)

a. socket timestamping (3) 2500 F
i.  Async mode '
1. application: get time A -> send data -> continue 2 2000
with the rest && (start a async thread to poll -> . ,
recvmsg from error queue and get time B -> match ~ ;5,501
and find A -> calculate the delta (B-A) -> uploadto & |
the remote centralized servers I 1000
(@)
2.  Pros: 3 ' y |
a. better p_erfo_rmgnce 2 500
b.  computing is simple: =
i. the timeline is ordered 0
chronologically 7 6k N 128 N 256 ™\ 512 N\
blue: baseline Packet Size

ii.  matching process might consume a
litthe cpu/mem resources Figure 1: socket timstamping (async) + netperf
3. Cons: '
a. the number of events is limited by
sk->sk_rcvbuf (in sock_queue_err_skb())

4. Yes, it's a production solution!
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SEC( )
int skops_sockopt(struct bpf_sock_ops *skops)

struct bpf_sock *bpf_sk = skops—>sk;

H H t st ie k k;
1. Agent direction SRS S
if (!bpf_sk)
return 1;
H H k = (struct k *)bpf_skc_to_t k(bpf_sk
b. bpf tlmestamplng 1.0 (1) i (léi)ruc e e
. . . return 1;
i.  sockops points are triggered, and BPF prog needs to take
. . switch (skops—>op) {
care of the whole logic: generate the current timestamp, case BPF_SOCK_OPS_ACTIVE_ESTABLISHED_CB:
match Calculate upload nr_active += !bpf_test_sockopt(skops, sk,
’ s . break;
. . ’ : BPF_SOCK_OPS_TSTAMP_SENDMSG_CB:
1. Application doesn’t get involved anymore. e e )
2.  Tskey is used to match timestamp in each report e
. . . . case BPF_SOCK_OPS_TSTAMP_SCHED_CB:
point with the start time of its real send syscall. Nl e e )
3. Please referto 1) breaks e
; ; ; case BPF_SOCK_OPS_TSTAMP_SND_SW_CB:
tools/testing/selftests/bpf/progs/net_timestamping.c if (bpf_test_delay(skops, sk))
2) " s nr_txsw += 1;
’ reak;
; ; case BPF_SOCK_OPS_TSTAMP_ACK_CB:
tools/testing/selftests/bpf/prog_tests/net_timestamp $7 (bt fert delar(skont, <k))
ing-C nr_ack += 1;

break;

It

return 1;

Figure 1: sockops in BPF prog to do the
computation
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stg = bpf_sk_storage_get(&sk_stg_map, sk, @,
BPF_SK_STORAGE_GET_F_CREATE) ;

if (!stg)
return 0;

1. Agent direction

stg—>sendmsg_ns = timestamp;

Figure 1: fentry - tcp_sendmsg_locked()

b. bpftimestamping 1.0 (2)

if (skops—>op == BPF_SOCK_OPS_TSTAMP_SENDMSG_CB) {

i. Sync mode (1) s;g(= bp;‘_sk_storage_get(&sk_stg_map, (void *)sk,
if (!stg
1. tcp_sendmsg_locked(): store the start return ;
. P— ) dinfo.sendmsg_ns = stg->sendmsg_ns;
time in SK—Stg_map bpf_sock_ops_enable_tx_tstamp(skops_kern, 2);
2.  SENDMSG_CB: look up the sk in 'i‘iyzEﬁ'é;yt:kzginh‘”s"ey;
‘sk_stg_map’, correlate the start time with return ;
- - i i bpf_map_update_elem(Stime_map, &key, &dinfo, BPF_ANY);
the current skb, store the info of skb in return ;

‘time_map’
3.  Report points/other CB: look up the tskey
in ‘time_map’, correlate the current time

Figure 2: sockops - SENDMSG_CB
val = bpf_map_lookup_elem(Stime_map, &key);

L . if (!val)
with its start time, compute the latency. return ;
4.  AFAIK, this method has been deployed at Sl s
a small production scale. case BPF_SOCK_OPS_TSTAMP_SCHED_CB:

val->sched_delay = timestamp - val->sendmsg_ns;
delay = val->sched_delay;
break;

Figure 3: sockops - other points



3. BPF Timestamping 2.0

stg = bpf_sk_storage_get(&sk_stg_map, sk, @,
BPF_SK_STORAGE_GET_F_CREATE) ;

if (!stg)
return 0;

1. Agent direction

stg—>sendmsg_ns = timestamp;

b, bpf timestamping 10 (3) Figure 1: fentry - tcp_sendmsg_locked()

if (skops—>op == BPF_SOCK_OPS_TSTAMP_SENDMSG_CB) {

i Sync mode (2) s;g(= bp;‘_sk_storage_get(&sk_stg_map, (void *)sk,
if (!stg
1. Pros return 5
. . . dinfo.sendmsg_ns = stg->sendmsg_ns;
a. computlng IS S|mp|e bpf_sock_ops_enable_tx_tstamp(skops_kern, 2);
i there is no need to do key.tskey = shinfo—>tskey;
’ ) if (!key.tskey)
matching. return ;
bpf_map_update_elem(Stime_map, &key, &dinfo, BPF_ANY);
2. Cons return H
a. a certain performance impact
i two times of lookup Figure 2: sockops - SENDMSG_CB
process in the hot paths val = bpf_map_lookup_elem(Stime_map, &key);
if (!val)
per sendmsg. return ;
ii.  storage map - switch (skops—>op) {
sk_storage_map_ops case BPF_SOCK_OPS_TSTAMP_SCHED_CB:
_ val->sched_delay = timestamp - val->sendmsg_ns;
- hashtab map delay = val->sched_delay;
htab_map_ops break;

Figure 3: sockops - other points
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1. Agent direction

BPF_CALL_3(bpf_ringbuf_reserve, struct bpf_map *, map, u64, size, u64,
i

struct bpf_ringbuf_map *rb_map;

b. bpf timestamping 1.0 (4) if (unlikely(flags))
return 0;
I ASynC mode rb_map = container_of(map, struct bpf_ringbuf_map, map);
1. ring buffer return (unsigned long)__bpf_ringbuf_reserve(rb_map->rb, size);
a. replace the heavy perf buffer
i memory overhead; Figure 1. implementation
ii. data orderlng, All the below scenarios are implemented in a script in
d K d t benchs/run_bench_ringbufs.sh. Tests were performed on 28-core/56-thread
iii.  wasted work and extra Intel Xeon CPU E5-2680 v4 @ 2.40GHz CPU.

data copying.
b. Andrii Nakryiko's Blog - BPF ring

Slngle—p roducer, parallel producer

o libbpf 12.054 * 0.320M/s (drops 0.000 + 0.000M/s)
buffer rb-custom 8.158 + 0.118M/s (drops 0.001 * 0.003M/s)
krviko/bof-rinabuf | pb-libbpf 0.931 + 0.007M/s (drops 0.000 + @.000M/s)
C. anaKryiko/bpi-ringbur-examples pb—custom 0.965 + 0.003M/s (drops 0.000 + @.000M/s)
d. [PATCH v4 bpf-next 0/5] BPF ring Single-producer, parallel producer, sampled notification
buffer —

rb—1ibbpf 11.563 0.067M/s (drops 0.0 0.000M/s)
rb—custom 15.895 + 0.076M/s (drops 0.0 0.000M/s)
pb-libbpf 9.889 * 0.032M/s (drops 0.00 0.000M/5s)
pb—-custom 9.866 + 0.028M/s (drops 0.00 0.000M/s)

Figure 2: performance comparison


https://nakryiko.com/posts/bpf-ringbuf/
https://nakryiko.com/posts/bpf-ringbuf/
https://github.com/anakryiko/bpf-ringbuf-examples
https://lore.kernel.org/bpf/20200529075424.3139988-1-andriin@fb.com/
https://lore.kernel.org/bpf/20200529075424.3139988-1-andriin@fb.com/
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struct {
; ; __uint(type, BPF_MAP_TYPE_RINGBUF);
1. Agent direction __uint(max_entries, 256 x 1024); /x 256KB x/
} rb SEC(".maps");
i i SEC("fentry/tcp_sendmsg_locked")
b' bpf tlmeStampmg 10 (4) int BPF_PROG(example, struct sk_buff xskb)
i.  Async mode - global { ruct .
1. At each timestamping point, the only thing ARSI o,
for BPF prog to do is 1) get the current gf:(tl)pg_ringbuf_reserve(&rb, sizeof(xe), 0);
if (le
timestamp, 2) report it to an agentin a return 0;

global shared buffer

e—>ts = bpf_ktime_get_ns();
2. Pros: bpf_ringbuf_submit(e, 0);

a. performance impact return 0;

i.  no more lookup
ii. lock contention exists!

Figure 1: single buffer example

3. Cons:
a. Agent needs to do the complex
matching process
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/% BPF */

1. Agent direction struct {
__uint(type, BPF_MAP_TYPE_ARRAY_OF_MAPS);
__uint(max_entries, MAX_CPUS);
__type(key, _ u32);

b.  bpf timestamping 1.0 (5) “uint(values_fd, 0);
i Async mode - per cpu } rb_per_cpu SEC(".maps");
1. At each timestamping point, the only thing for {*tUserspace *{_bb ; b1 0
. int nr_cpus = L1 num_possibtle_cpus();
tB'PF Ft)roQ tOZC)jO IS 1)':%ett the curretn.t th int ou%eFr)‘_fd = bpffmgp_?g(skeleﬁags.rb_per_cpu);
imestamp, 2) report it to an agent in the

for (int i = 0; i < nr_cpus; i++) {

current cpu's shared buffer LIBBPF_OPTS(bpf_map_create_opts, opts);
2. Pros: int inner_fd = bpf_map_create(BPF_MAP_TYPE_RINGBUF,
: “rb_inner", 0, 0, 256 x 1024, &opts);
a. performance ImpaCt bpf_map_update_elem(outer_fd, &i, &inner_fd, BPF_ANY);

i. no more lookup close(inner_fd);
ii. no more lock contention

3. Cons: Figure 1: per-cpu buffer example
a.  Agent needs to do the extremely

complex matching process.

b. Our experience is terrible because
we have to consider how TCP works
before reaching a stable status. It's
because everything events are
grouped into one map/file. And the
timeline is not ordered
chronologically.
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1. Agent direction

now = ts_get_ktime();
ts_print_timestamp_delta(sk, TS_SCM_TSTAMP_RECV_TCP.

i i start_time, now — start time,
C. bpf timestamping 2.0 S ; i

i.  Sync mode (only)
1. Pros
a. Good performance
i.  no more lookup
ii.  percpu shared buffer
b.  Easy computation
i.  kernel reports the final result
c.  Flexiblity
i. People can write BPF-based tools
hooking other functions (that must
have the skb parameter) to use this
feature

Figure 1: only report delta at each
timestamping point

2. Cons
a. (Sorry, | don’'t know ;p)
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1.

Agent direction

Feature

socket timestamping

BPF timestamping
1.0

BPF timestamping
20

User App

sync

async

sync
async - per cpu
async - global
sync

Async

Performance | Simplicity Key Factors

1 5 extra syscalls

2 3 extra syscalls + match events of each socket
3 5 2 times lookup

5 1 match events of all the sockets + out-of-order
4 3 match events of all the sockets + in order

5 5 (NULL)

(2.0 doesn’t require unneeded async mode due to the kernel design)

Table 1: comparison



Bonus: answers to “The Future of SO _TIMESTAMPING’

1.  The Future of SO_TIMESTAMPING
a. Q1: Can we thoroughly settle down the latency boundary
issue?

i. A1:Yes, contract is the first thing we need to discuss.

After that, we completes the full attribution
(kernel-level, layer-level).
b.  Q2: Will we add more hooks like in tcp_write_xmit() to see
why the skb is not sent to the Qdisc by using kfunc?
i.  A1:No, unless it's one part of layer-level attribution.
c. Q3:Is It Possible to Replace tcpdump?
i. A1:why not? It’s just one of our goals in the modern
world.
d. Q4: Explore to leverage numerous real data?
i. A1:Yes, we're on the way right now.
1. it shows the continuous performance behavior
(Figure 1)
2. It captures the counterintuitive events (Figure
2)
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Figure 1: the adjustment of flow control (before/after)
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Figure 2: the heap map of more than thousands of
machines


https://netdevconf.info/0x19/sessions/talk/the-future-of-so_timestamping.html

Bonus: new paradigm of trouble shooting (before)

Old-fashioned Blackboard

1. All of them are counters
a. basic counters: cpu/mem/io/fs/net
b. advanced counters: via kernel
modules/BPF/customized
tracepoints/MIB

2. All of them are line charts
a. spikes indicate issues
b. trends represent the prediction of
potential issues

3. Newbie VS Expert Knowledge
a. Only <10% expert knowledge can be
effectively integrated into the auto
monitoring system.

The problem is if without experts how far can we use
ths blackboard to solve the real-world issues?

Filters
Cluster Region Host IP Time Range
All Clusters ¥ All Regions v All Hosts v Last 24h v
InOctets /s OutOctets /s InErrors OutDiscards Delivery Rate
IP Layer (snmp)
IpInReceives [ IpOutRequests IpinDiscards [ IpOutDiscards [ IpOutNoRoutes errors
JOK p/s 400
50K pfs /\/ 200
0p/s 0
00:00 04:00 08:00 12:00 16:00 20:00 23:0( 00:00 04:00 08:00 12:00 16:00 20:00 23:0¢(

® IpInReceives IpOutRequests ® IpInDiscards IpOutDiscards ® IpOutNoRoutes

Figure 1: Old-fashioned Blackboard (generated by Al)



Bonus: new paradigm of trouble shooting (after)

Agentic Blackboard

1. Al + Harness
a.  Automatically/step by step root-cause
the issue

2. BLUEF is the headline
a. no more line charts because they only
serve for admins/system developers
rather than anyone who may be not
expertised in the system.
b.  Reasons and instructions are what we
care

3. Snapshot

a. Ifthere is a jitter, just do the snapshot
of everything (including
cpu/mem/io/net...) like what vmcore
looks like.

b.  The precondition is using BPF
timestamping 2.0

© Al Network Performance Report

prod-east-01/10.0.1.12 (web-gateway) - 2026-06-17 17:25:00 ~ 17:27:05

Scope Selection Step1 Select Target

Cluster Host Time Range

prod-east-01 v 10.0.1.12 (web-gateway) v Last 24 hours v Run Al Analysis

Step 2 Al Analysis Engine — kernel drop reasons + flow telemetry

1.42M 0.85ms
Total Packets Avg RTT (p50) Max RTT (p99)
306 87 Mbps 100
Retransmissions Throughput TCP Streams
125s 164 MB
Capture Duration Pcap Size (1,367 MB data)

SnapLen=128 bytes — packet truncation (~67% of packets affected). Application payload not visible; SACK details
may be incomplete. Handshake loss on 100 streams averaging SYN/SYN-ACK (capture started mid-connection);
window scale factor unknown, true window size and iRTT cannot be computed. No FIN packets — connections not
gracefully closed or truncated by capture.

Figure 1: Agentic Blackboard (generated by Al)



Thank you!



